
 
Real Information Security from the Independent Experts 

How well does your organization defend sensitive information? 

Do you conduct ongoing infrastructure assessments and have a 
strategic security model that mitigates risk?

SMP’s singular focus is IT security audit and assessment professional 
services. Our vendor neutral, in-depth IT Assurance consulting approach  
leverages best practice and compliance expertise from hundreds of  
engagements. SMP will reduce your company’s vulnerabilities, brace 
operational and network infrastructure security, and facilitate compliance 
with evolving government regulations. We provide concrete, actionable  
recommendations to help you achieve, and maintain the right level of 
security.

Our multi-faceted service solutions include:

Network Assessments reveal the existing security posture of an organiza-
tion. SMP identifies vulnerabilities, assesses threats to information assets 
and systems, and offers realistic solutions and valuable information to 
facilitate informed risk decisions.

External Audit—Performed from an outsider’s perspective, usually across 
the internet.  Identifies publicly accessible vulnerabilities and determines 
what information is available to hackers.

Internal Audit—Conducted from inside the network to determine how much 
information a disgruntled employee or contractor can acquire without 
detection.

Wireless Audit—Assesses the security of an authorized wireless network 
while identifying rogue access points, mapping an area’s wireless activity, 
and showing signal leakage.  

Application Security Assessment—Utilizes in-depth probing to fully test 
access controls and identify configuration deficiencies and security 
vulnerabilities.
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“Security management  
partners brought the 
application security 
expertise we needed to 
complement our own 
internal efforts. SMP’s 
automated and manual 
approach both validated 
Acushnet’s own efforts 
while providing suggestions 
and remediation efforts we 
hadn’t thought of. We have 
not only utilized SMP’s 
application expertise but 
their external and internal 
penetration testing, and 
security infrastructure  
assessments as well. 
SMP has exceeded our 
expectations on every 
project.

—	peter marshall  
	 Vice President,
	 Technology Services
	 Acushnet Company 
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Operational Assessments review existing infrastructure design and operational controls for 
weaknesses to determine if they are adequate to protect information assets, and if they are being 
adhered to on a day-to-day basis.

IT Risk & General Control Audit—An IT Risk Assessment evaluates the existing Risk Management 
process to determine if it is adequate to protect business assets and complies with regulatory 
requirements. The IT General Control Audit identifies relevant systems and processes, determines  
the effectiveness of existing controls and practices, and comments on Quality of Risk Management 
and Aggregate Risk. 

Security Policy and Procedure Review—Verifies policies are comprehensive or identifies areas requiring 
improvement. Reveals gaps between operational controls and those mandated by existing policies.

Architectural and Firewall Review —Examines topology, rule bases and device configuration along with 
firsthand observations and direct questioning to determine adequacy of existing controls.  

Social Engineering Assessment—Uses means such as lies, impersonation, and subversive access 
attempts to test the strength of existing policies, staff training, and technical controls. 

Consulting Services Whether responding to an information security incident, developing 
compliant policies or assisting in the development of a security strategy, SMP offers a variety  
of security experience in preventive, detective, and corrective services.

Incident Response—Helps your organization develop incident response plans, provides experts to 
minimize damages, preserve evidence and investigate root causes of a computer incident. 

Digital Forensics—Utilizes investigative protocol derived from stringent law enforcement standards 
and helps to achieve the proper retrieval of evidence. Performs analysis of data to be used as 
evidence in a court of law.

Policy Creation—Customizes security policies for your organization that are relevant and compliant 
with regulatory requirements. Addresses the business objectives of your organization while operating 
within your cultural boundaries.

Custom Security Consulting—Sold as blocks of hours for specialized consulting engagements. 
From Blackberry audits, to laptop encryption testing, VPN account testing, Citrix review and  
testing, customized security training, and other specialized security testing, SMP will customize  
a large or small engagement to fit our client’s needs.

Regulatory Compliance—Assesses the gaps between the existing security posture and regulatory 
requirements and verifies compliance through repeated testing.
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